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LOKSABHA 


The following Bills were introduced in the Lok Sabha on 15th December, 2006:— 

Bill No. 98 of 2006 


A Bill further to amend the Securities Contracts (Regulation) Act, 1956. 


42 of 1956 


Be it enacted by Parliament in the Fifty-seventh Year of the Republic of India as follows:— 

1. This Act may be called the Securities Contracts (Regulation) Amendment 
Act 2006. 

2. In section 2 of the Securities Contracts (Regulation) Act, 1956 (hereinafter referred 
to as the principal Act), in clause (h), after sub-clause (id), the following sub-clause shall be 
inserted, namely:— 

"fie) any certificate or instrument (by whatever name called), issued to an investor 
by any issuer being a special purpose distinct entity which possesses any debt or 
receivable, including mortgage debt assigned to such entity, and acknowledging 
beneficial interest of such mvestor in such debt or receivable including mortgage 
debt, as the case may be,”. 

3. After section 17 of the principal Act the following section shall be inserted, 
namely: — 


Short title, 


Amendment 
of section 2. 


Insertion of 
new section 
17 A, 


“17A. (/) Without prejudice to the provisions contained in this Act or any 
other law for the time being in force, no securities of the nature referred to in sub¬ 
clause (/e) of clause (h) of section 2 shall be offered to the public or listed on any 
recognised stock exchange unless the issuer fulfils such eligibility criteria and 
complies with such other requirements as may be specified by regulations made by 
the Securities and Exchange Board of India. 


Public issue 
and listing of 
securities 
referred lo in 
sub-clause (ie) 
of clause (k) 
of section 2 
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Amcndmenl 
of sccnon 23. 


Amendment 
of seciioii 31- 


(2) Every issuer referred to in sub-clause (ie) of clause (h) of section 2 intending 
to offer the certificates or instruments referred therein to the public shall make an 
application, before issuing the offer document to the public, to one or more recognised 
stock exchanges for permission for such certificates or instruments to be listed on the 
stock exchange or each such stock exchange. 

(3) Where the permission applied for under sub-section (2^forlisitng has not 
been granted or refused by the recognised stock exchanges or any of theih, the issuer 
shall forthwith repay all moneys, if any, received from applicants in pursuance of the 
offer document, and if any such money is hot repaid within eight days after the issuer 
becomes liable to repay it, the issuer and every director or trustee thereof^ as the case 
may be, who is in default shall, on and from the expiry of the eighth day, be jointly and 
severally liable to repay that money with interest at the rate of fifteen per cent, per 
annum. 

Explanation .—In reckoning the eighth day after another day, any intervening 
day which is a public holiday under the Negotiable Instruments Act, 1881, shall be 26 of 1881, 
disregarded, and if the eighth day (as so reckoned) is itself such a public holiday, there 
shall, for the said purposes, be substituted the first day thereafter which is not a 
holiday. 

{4) All the provisions of this Act relating to listing of securities of a public 
company on a recognised stock exchange shall, mutatis mutandis, apply to the listing 
of the securities of the nature referred to in sub-clause (ie) of clause (h) of section 2 
by the issuer, being a special purpose distinct entity. 

4. In section 23 of the principal Act, in sub-section (/), in clause (c), for the word and 
figures '‘section 17”, the words, figures and letter “section 17 or section I7A” shall be 
substituted. 

5. In section 31 of the principal Act, for sub-section (2), the following Sub-section 
shall be substituted, namely:— 

“(2) In particular, and without prejudice to the generality of the foregoing power, 
such regulations may provide for all or any of the following matters, namely: — 

(a) the manner, in which at least fiffy-one per cent, of equity share capital 
of a recognised stock exchange is held within twelve irionths from-the date of 
publication of the order under sub-section (7) of section 4B by the public other 
than the shareholders having trading rights under sub-section (5) of that section; 

{b) the eligibility criteria and other requirements under section 17A. ”. 
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STATEMENT OF OBJECTS AND REASONS 

Securitisation is a form of financing involving pooling of financial assets and the 
iissuance of securities that are re-paid from the cash flows generated by the assets. This is 
generally accomplished by actual sale of the assets to a bankruptcy remote vehicle, that is, 
a special purpose vehicle, which finances the purchase through the issuance of bonds. 
I'hese bonds are backed by future cash flows of the asset pool. The most common assets for 
securitisation are mortgages, credit cards, auto and consumer loans, student loans, 
corporate debt, export receivables, off-shore remittances, etc. 

• 2. Besides other advantages, securitisation (a) allows banks and financial institutions 
to keep fJiese loans off their balance sheets, thus reducing the need for additional capital; (b) 
provides banks and financial institutions with alternative forms of funding risk transfer, a 
new investor base, potential capital relief and capital market development; (c) can reduce 
lending concentration, improve liquidity and improve access to alternate sources of fimding 
for banks and financial institutions; (d) fecilitates attainment of funding at lower cost as a 
result of isolating the assets from potential bankruptcy risk of the originator; (e) facilitates 
better matching of assets and liabilities and the development of the long-term debt market; 
(if) provides diversified pools of uniform assets; and (gXhas the advantage of converting 
non-liquid loans or assets which cannot be easily sold to third party investors into liquid 
assets or marketable securities. Lower funding costs are also a result of movement of invest¬ 
ments from less efficient debt markets to more efficient capital markets through the process 
of securitisation. 

3. In India, the securitisation market remains underdeveloped. Although two major 
legislative initiatives, namely, (a) the amendment to the National Housing Bank Act, 19S7 
(NHB Act) in the year 2000; and (b) enactment of the Securitisation and Reconstruction of 
Financial Assets and Enforcement of Security Interest Act, 2002 (SARFAESI Act), have 
been taken, the market has not picked up because of the absence of the facility of trading on 
stock exchanges. The potential buyers get discouraged by the possibility of having to hold 
tlie certificate or instrument in respect of securitisation transactions till maturity. This, in 
turn, restricts the growth of business of housing finance companies and banks. 

4. Securitisation transactions under the NHB Act are not covered under the definition 
of “securities” in the Securities Contracts (Regulation) Act, 1956. As such, trading in certifi¬ 
cates or instruments relating to such transactions cannot take place on stock exchanges and 
buyers of such securitised financial certificates or instruments are left with few exit options. 
Under the SARFAESI Act, while “security receipts” have been covered under the definition 
of “securities”, the provisions of the said Act restrict sale and purchase only amongst 
qualified institutional buyers. Besides, the “security receipts” under the SARFAESI Act can 
be issued only by a securitisation company or a reconstruction company registered with the 
Reserve Bank of India. This obviously limits the interest in such receipts and the market has 
not taken off at all. 

5. Keeping in view the potential of the market, international trends and consultations 
held with major institutional participants and market experts, it was decided to amend the 
Securities Contracts (Regulation) Act, 1956 and accordingly, the Securities Contracts 
(Regulation) Amendment B ill, 2005 was introduced in the Lok Sabha on the 16th December, 2005. 
The Bill was referred to the Standing Committee on Finance (hereinafter referred to as the 
“Committee”) on 23rd December, 2005 for examination and report thereon. The Committee 
presented their report to the Lok Sabha on the 22nd May, 2006. 

6. The Standing Committee in its report recognised the need for listing and trading of 
securitised certificates or instruments on the Stock Exchanges and expressed their agree¬ 
ment with the broad objectives of the proposals contained in the Securities Contracts 
(Regulation) Amendment Bill, 2005. However, it recommended a modified ^proach for 
regulation and development of market for such instruments. Government have examined the 
njcommendations and decided to accept and act upon all of them. Since the approach 
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recommended by the Standing Committee and agreed to by the Government are different 
from the provisions in the Securities Contracts (Regulation) Amendment Bill, 2005, it is 
proposed to withdraw the said Bill and to move a revised Bill, viz., the Securitiesj Contracts 
(Regulation) Amendment Bill, 2006 to amend die Securities Contracts (Regulation) Act, 1956 
so as to provide, inter alia, to— 

(i) include securitisation certificates or instruments under the definition of 
“securities” and to insert for the said purpose, a new Sub-clause (ie) in clause (h) of 
section 2 of the Securities Contracts (Regulation) Act, 1956; 

(ii) provide for disclosure based regulation for issue of the securitised 
certificates or instruments and procedure therefor and to insert for the said purpose, a 
new section 17A in the Securities Contracts (Regulation) Act, 1956 and make 
consequential amendments in section 31 to provide regulation making powers to 
SEBl. 

7. The Bill seeks to achieve the above objectives. 

New Delhi; P. CHIDAMBARAM. 

The 1th December, 2006. 


0.,SV,k 
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MEMORANDUM REGARDING DELEGATED LEGISLATION 

Clause 5 of the Bill proposes to amend section 31 of the Securities Contracts 
(Regulation) Act, 1956 so as to confer power upon the Securities and Exchange BoM'd of 
India to make regulations on matters such as the eligibility criteria and other requirements to 
be complied with by the issuers of securitised certificates or instruments. 

2. The regulations made by die Securities and Exchange Board of India shall be laid, as 
soon as may be, after they are made, before each House of Parliament. 

3. The matters in respect of which regulations may be made are generally matta'S of 
procedure and administrative details and it is not practicable to provide for them in die Bill 
itself. The delegation of legislative power is, therefore, of a normal character 




Bill No. 96 OF 2006 

A Bill further to amend the Information Technology Act, 2000. 

Bb it enacted by Parliament in the Fi%-seventh Year of the Republic of India as follows:— 

PART I 
Preliminary 

Short laie and 1. (7) This Act may be called the Information Technology (Amendment) Act, 

conimaiceinem, 2006. 

(2) It shall come into force on such date as the Central Government may, by notification 
in the Official Gazette, appoint; 

Provided that different dates may be appointed for different provisions of this Act and 
any reference in any such provision to the commencement of this Act shall be construed as 
a reference to the coming into force of that provision. 
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PARTI! 

Amendments to the Information TECtfNOLOoY Act, 2000 

2. In the Information Technology Act, 2000 (hereinafter in this Part referred to as the 
principal Act), for the words “digital signature” occurring in the Chapter, section, sub¬ 
section and clause referred to in the Table below, the words “electronic signature” shall be 
substituted. • 

Table 

S.No. 

Chapter/section/sub-section/clause 

(1) 

clauses {d), (g), (/i) and (zg) of section 2; 

(2) 

section 5 and its marginal heading; 

(3) 

marginal heading of section 6; 

(4) 

clauses (a), (6), (c) and (e) of section 10 and its marginal heading; 

(5) 

heading of Chapter V; 

(6) 

clauses (/) and (g) of section 18; 

(7) 

sub-section (2) of section 19; 

(8) 

sub-sectioiK (1) and (2) of section 21 and its marginal heading; 

(9) 

sub-section (J) of section 25; 

(10) 

clause (c) of section 30; 

(11) 

clauses (a) and (d) of sub-section (7) and sub-section (2) of section 34; 

(12) 

heading of Chapter VII; 

(13) 

section 35 and its marginal heading; 

(14) 

section 64; 

(15) 

section 71; 

(16) 

sub-section (7) of section 73 and its marginal heading; 

(17) 

section 74; and 

(18) 

clauses (cT), («) and (o) of sub-section (2) of section 87. 


3. In section 1 of the principal Act, for sub-section {4\ the following sub-sections shall 
bi3 substituted, namely:— 

'\4) Nothing in this Act shall apply to documents or transactions specified in 
the First Schedule: 

Provided that the Central Government may, by notification in the Official Gazette, 
amend the First Schedule by way of addition or deletion of entries ttiereto. 

(5) Every notification issued under sub-section {4) shall be laid before each 
House of Parliament.”. 

4. In section 2 of the principal Act,— 

{A) for clause (/), ttie following clause shall be substituted, namely:— 

‘(/) “computer network” means the inter-connection of one or more 
computers or computer systems through— 

(/) the use of satellite, microwave, terrestrial line, wireless or other 
communication media; and 

(«■) terminals or a complex consisting of two or more inter-connected 
computers whether or not the inter-connection is continuously 
maintained;’; 

(fi) in clause («), the word “Regulations” shall be omitted; 


Substitution of 
words “digital 
signature” by 
words 

“electronic 

signature” 


Amendment 
of section I, 


Amendment 
of section 2. 
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Ameiidnjieni 
of headilig of 
Chapter ill. 
Insertion of 
new section 
3A. 

Electronic 

signature 


(C) after clause («), the following clause shall be insened, namely:—■ 

‘(«a) “cyber cafe” means any facility from where access to the internet is 
offered by any person in the ordinary course of business to the members of the 
public;’; 

{D) after clause (r), the following clauses shall be inserted, namely:— 

'(ta) “electronic signature” means authentication of any electronic record 
by a subscriber by means of the electronic technique specified in the Second 
Schedule and includes digital signature; 

(tb) “Electronic Signature Certificate” means an Electronic Signature 
Certificate issued under section 35 and includes Digital Signature Certificate;’; 

(£) in clause (v), for the words “data, text”, the words “data, message, text” shall 
be substituted; 

{F) for clause (w), the following clause shall be substituted, namely:— 

'(w) “intermediary”, with respect to any particular electronic records, means 
any person who on behalf of another person receives, stores or transmits that 
record or provides any service with respect to that, record and includes telecom 
service providers, network service providers, internet service providers, web-hosting 
service providers, search engines, online payment sites, online-auction sites, online- 
market places and cyber cafes, but does not include body corporate referred to in 
section 43A;’. 

5. In Chapter II of the principal Act, for the heading, the heading “Digital signature 
AND ELEcrmoNic SIGNATURE” shall be substituted. 

6. After section 3 of the principal Act, the following section shall be inserted, 
namely:— 


“3A. (/) Notwithstanding anything contained in section 3, but subject to the 
provisions of sub-section (2), a subscriber may authenticate any electronic record by 
such electronic signature or electronic authentication technique which— 

(а) is considered reliable; and 

(б) may be specified in the Second Schedule. 

(2) For the purposes of this section any electronic signature or ielectronic 
authentication technique shall be considered reliable if— 

(fl) fee signature creation data or fee authentication data are, within the 
context in which they are used, linked to fee signatory or, as the case may be, the 
authenticator and to no other person; 

(i») the signature creation data or fee authentication data were, at the time 
of signing, under the control of fee signatory or, as the case may be, the 
authenticator and of no other person; 

(c) any alteration to the electronic signature made after affixing such 
signature is detectable; 

(cf) any alteration to the information made after its authentication by 
electronic signature is detectable; and 

(e) it fulfils such other conditions which may be prescribed. 

(5) The Central Government may prescribe the procedure for fee purpose of 
ascertaining whether electronic signature is that of the person by whom it is purported 
to have been affixed or authenticated. 

{4) The Central Government may, by notification in the Official Gazette, add to or 
omit any electronic signature or electronic authentication technique and the procedure 


^ V-> V\ 
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for affixing such signature from the Second Schedule: 

Provided that no electronic signature or authentication technique shall be 
specified in the Second Schedule unless such signature or technique is reliable. 

(5) Every notification issued under sub-section (4) shall be laid before each 
House of Parliament.”. 

7. After section 6 of the principal Act, the following section shall be inserted, namely:— 


'6 A. (7) The appropriate Government may, for the purposes of this Chapter and 
for efficient delivery of services to the public through electronic means authorise, by 
order, any service provider to set up, maintain and upgrade the computerised facilities 
and perform such other services as it may specify, by notification in the Official 
Gazette. 

Explanation .—For the purposes of this section, service provider so authorised 
includes any individual, private agency, private company, partnership firm, sole 
proprietor firm or any such other body or agency which has been granted permission 
by the appropriate Government to offer services through electronic means in accordance 
with the policy governing such service sector. 

{2) The appropriate Government may also authorise any service provider 
authorised under sub-section (7) to collect, retain and appropriate such service charges, 
as may be prescribed by the appropriate Government for the purpose of providing 
such services, from the person availing such service. 

(5) Subject to the provisions of sub-section (2), the appropriate Government 
may authorise the service providers to collect, retain and appropriate service charges 
under this section notwithstanding the fact that there is no express provision' under 
the Act, rule, regulation or notification under which the service is provided to collect, 
retain and appropriate e-service charges by the service providers. 

{4) The appropriate Government shall, by notification in the Official Gazette, 
specify the scale of service charges which may be charged and collected by the 
service providers under this section: 

Provided that the appropriate Government may specify different scale of service 
charges for different types of services.'. 

8. After section 10 of the principal Act, the following section shall be inserted, 
naimely:— 


“lOA. Where in a contract formation, the communication of proposals, the 
acceptance of proposals, the revocation of proposals and acceptances, as the case 
may be, are expressed in electronic form or by means of an electronic record, such 
contract shall not be deemed to be unenforceable solely on the ground that such 
electronic form or means was used for that purpose.”. 

9. In section 12 of the principal Act, in sub-section (7), for the words “agreed with the 
addressee”, the word “stipulated” shall be substituted. 

10. For sections 15 and 16 of the principal Act, the following sections shall be 
substituted, namely:— 


' 15 . An electronic signature shall be deemed to be a secure electronic signature 

(;') the signature creation data, at the time of affixing signature, was under 
the exclusive control of signatory and no other person; and 

(i/) the signature creation data was stored and affixed in such exclusive 
manner as may be prescribed. 


Insertion of 
new section 
6A. 

Delivery of 
services by 
service 
provider. 


Insertion of 
new section 
lOA, 

Validity of 

contracts 

formed 

through 

electronic 

means. 

Amendment 
of section 12. 

Substitution of 
new sections 
for sections 
15 and 16. 

Secure 

electronic 

signature 



10 


THE GAZETTE OF INDIA EXTRAORDINARY 


[Part II— 


Security 
procedures 
and ptaciices. 


Omission of 
sectioi 20. 

AmetHlment 
of section 
29 t 

Amendment 
of section 
30. 


Amendment 
of section 
34 

Amendment 
of section 
35. 


Amendment 
of section 
36, 


insertion of 
new section 
4CA. ' 

Duties of 
subscriber of 
Electronic 
Signatufe 
Certifiesate, 

Amendinent 
of heading of 
Chaptei IX, 

. J- 

AmeBdrttent 
of sectkjii 
43 


Explanation.—ln case of digital signature, the “signature creation data” means 
the private key of the subscriber. 

16. The Central Government may, for the purposes of sections 14 and 15, prescribe 
the security procedures and practices: 

Provided that in prescribing si}ch security procedures and practices, the Central 
Government shall have regard to the commercial circumstances, nature oftransactions 
and such other related factors as it may consider appropriate.’. 

11. Section 20 of the principal Act shall be omitted. 

12. In section 29 of the principal Act, in sub-section (i), for the words “any 
contravention of the provisions of this Act, rules or regulations made thereunder", the 
words “any contravention of the provisions of this Chapter” shall be substituted. 

13. In section 30 of the principal Act,— 

(/■) in clause (c), after the word “assured”, the word “and” shall be omitted; 

(«■) after clause (c), the following clauses shall be inserted, namely:— 

“(ca) be the repository of all Electronic Signature Certificates issued under 
this Act; 

(cb) publish information regarding its practices. Electronic Signature 
Certificates and current status of such certificates; and”. 

14. In section 34 of the principal Act, in sub-section (7), in clause (a), the words “which 
contains the public key corresponding to the private key used by that Certifying Authority 
to digitally sign another Digital Signature Certificate” shall be omitted. 

15. In section 35 of the principal Act, in sub-section (¥), — 

(a) the first proviso shall be omitted; 

(b) in the second proviso, for the words "Provided further", the word "Provided" 
shall be substituted. 

16. In section 36 of the principal Act, after clause (c), the following clauses shall be 
inserted, namely:— 

“(ca) the subscriber holds a private key which is capable of creating a digital 
signature; 

(cb) the public key to'be listed in the certificate can be used to verify a digital 
signature affixed by the private key held by the subscriber;”. 

17. After section 40 of the principal Act, the following section shall be inserted, 
namely:— 


“40A. In respect of Electronic Signature Certificate the subscriber sMl perform 
sUch duties as may be prescribed.”. 


18. In Chapter IX of the principal Act, in the heading, for the words “Penalties and 
ADJUDICATION ”, the words “Penalties, compensation and adjudication” shall be substituted. 

19. In section 43 of the principal Act,— 

(а) in the marginal heading, for the word “Penalty”, the word “Contpensation” 
shall be substituted; 

(б) after clause (h), the following clause shall be inserted, namely:— 

“(/) destroys, deletes or alters any information residing in a computer 
resource or diminishes its value or utility or affects it injuriously by any means,”. 
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20. After section 43 of the principal Act, the following section shall be inserted, 
namely:— 

‘43A. Where a body corporate, possessing, dealing or handling any sensitive 
personal data or information in a computer resource which it owns, controls or operates, 
is negligent in implementing and maintaining reasonable security practices and 
procedures and thereby causes wrongful loss or wrongful gain to any person, such 
body corporate shall be liable to pay damages by way of compensation, not exceeding 
five crore rupees, to the person so affected. 

Explanation.—Vox the purposes of this section,— 

(/) “body , corporate” means any company and includes a firm, sole 
proprietorship or other association of individuals engaged in commercial or 
professional activities; 

(«') “reasonable security practices and procedures” means security 
practices and procedures designed to protect such information from unauthorised 
access, damage, use, modification, disclosure or impairment, as may be specified 
in an agreement between the parties or as may be specified in any law for the time 
being in force and in the absence of such agreement or any law, such reasonable 
security practices and procedures, as may be prescribed by the Central 
Government in consultation with such professional bodies or associations as it 
may deem fit; 

{Hi) “sensitive personal data or information” means such personal 
information as may be prescribed by the Central Government in consultation 
with such professional bodies or associations as it may deem fit’. 

21. In section 46 of the principal Act, in sub-section (/), for the words “direction or 
order made thereunder”, the words “direction or order made thereunder which renders him 
liable to pay penalty or compensation,” shall be substituted. 

22. In Chapter X of the principal Act, in the heading, die word “Regulatjons” shall be 
omitted. 

23. In section 48 of the principal Act in sub-section (/), the word “Regulations” shall 
be omitted. 

24. For sections 49 to 52 of the principal Act, the following sections shall be substituted, 
namely:— 


“49. (7) The Cyber Appellate Tribunal shall consist of a Chairperson and such 
number of other Members, as the Central Government may, by notification in the 
Official Gazette, appoint. 

(2) The selection of Chairperson and Members of the Cyber Appellate Tribunal 
shall be made by the Central Government in consultation with the Chief Justice of 
India. 

(i) Subject to the provisions of this Act— 

(a) the Jurisdiction, powers and authority of the Cyber Appellate Tribunal 
may be exercised by the Benches thereof; 

{b) a Bench may be constituted by the Chairperson of the Cyber Appellate 
Tribunal widi one or two Members of such Tribunal as the Chairperson may 
deem fit: 

Provided that every Bench shall be presided over by the Chairperson or 
the Judicial Member appointed under sub-section (5) of section 50; 

(c) the Benches of the Cyber Appellate Tribunal shall sit at New Delhi and 
at such other places as the Central Government may, in consultation with 


Insertion of 
new section 
43A. 

Compensation 
for failure to 
protect data. 


Amendment 
of section 46. 


Amendment 
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Chapter X. 
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of section 48 
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Qiialil'icfaions 
for appoint¬ 
ment as 
Chairperion 
and Menibcrs 
Of Cyber; 
Appellate 
Tribunal. 


Term of 
office, ; 
condittonfe of 
service, ate., 
of Chairperson 
and Members. 


Salary, 
allowances 
and other 
terms and 
conditions of 
service of 
Chairperson 
and 

Vlciiibcrs 

Powers of 
superintendence, 
direction, etc. 


the Chairperson of the Cyber Appellate Tribunal, by notification in the 

Official Gazette, specify; 

{d) the Central Government shall, by notification in the Official Gazette, 

specify the areas in relation to which each Bench of the (fydier Appellate Tribunal 

may exercise its jurisdiction. 

(4) Notwithstanding anything contained in sub-section (i), the Chairperson of 
the Cyber Appellate Tribunal may transfer a Member of such Tribunal from one Bench 
to another Bench. 

(5) If at any st^e of the hearing of any case or matter it appears to the Chairperson 
or a Member of the Cyber Appellate Tribunal that the case or matter is of such a nature 
that it ought to be heard by a Bench consisting of more Members, the case or matter 
may be transferred by the Chairperson to such Bench as the Chairperson may deem fit. 

50. (/) A person shall not be qualified for appointment as a Chairperson of the 
Cyber Appellate Tribunal unless he is, or has been, or is qualified to be, a Judge of a 
High Court. 

(2) The Members of the Cyber Appellate Tribunal, except the Judicial Member to 
be appointed under sub-section (i), shall be appointed by the Centra! Government 
from amongst persons, having special knowledge of, and professional experience in, 
information technology, telecommunication, industry, management or consumer affairs: 

Provided that a person shall not be appointed as a Member, unless he is, or has 
been, in the service of the Central Government or a State Government, and has held the 
post of Additional Secretary to the Government of India or any equivalent post in the 
Central Government or State Government for a period of not less than two years or 
Joint Secretary to the Government of India or any equivalent post in the Central 
Government or State Government for a period of not less than seven years. 

(1) The Judicial Members of the Cyber Appellate Tribunal shall be appointed by 
the Centra! Government from amongst persons who is or has been a member of the 
Indian Legal Service and has held the post of Additional Secretary for a petiod of not 
less than one year or Grade I post of that Service for a period of not less than five years. 

5 i. ( /) The Chairperson or Member of the Cyber Appellate Tribunal'shall hold 
office for a term of five years from the date on which he enters upon his office or until 
he attains the age of sixty-five years, whichever is earlier. 

(2) Before appointing any person as the Chairperson or Member of the Cyber 
Appellate Tribunal, the Central Government shall satisfy itself that the person does 
not have any such financial or other interest as is likely to affect prejudicially his 
functions as such Chairperson or Member. 

(i) An officer of the Central Government or State Government on his selection as 
the Chairperson or Member of the Cyber Appellate Tribunal, as the case ma^ be, shall 
have to retire from service before joining as such Chairperson or Member. 

52, The salary and allowances payable to, and the other terms and conditions of 
service including pension, gratuity and other retirement benefits of, the Chairperson 
or a Member of the Cyber Appellate Tribunal shall be such as may be prescribed. 


52 A. The Chairperson of the Cyber Appellate Tribunal shall have powers of 
general superintendence and directions in the conduct of the affairs of thett Tribunal 
and he shall, in addition to presiding over the meetings of the Tribunal, exercise and 
discharge such powers and functions of the Tribunal as may be prescribed. 
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52B. Where Benches are constituted, the Chairperson of the Cyber Appellate 
Tribunal may, by order, distribute the business of that Tribunal amongst the Benches 
and also the matters to be dealt with by each Bench. 

52C. On the ^plication of any of the parties and after notice to the parties, and 
after hearing such of them as he may deem proper to be heard, or suo motu without 
such notice, the Chairperson of the Cyber Appellate Tribunal may transfer any case 
pending before one Bench, for disposal to any other Bench. 

52D. If the Members of a Bench consisting oftwo Members differ in opinion on 
any point, they shall state the point or points on which they differ, and make a reference 
to the Chairperson of the Cyber Appellate Tribunal who shall hear the point or points 
himself and such point or points shall be decided according to the opinion of tiie 
majori^ of the Members who have heard the case, including those who first heard it.”. 

25. In section 53 of the principal Act, for the words “Presiding Officer”, the words 
“Chairperson or Member, as the case may be,” shall be substituted, 

26. In section 54 of the principal Act, for the words “Presiding Officer” wherever they 
occur, the words “Chairperson or the Member” shall be substituted. 

27. In section 55 of the principal Act, for the words “Presiding Officer”, the words 
“Chairperson or the Member” shall be substituted. 

28. In section 56 of the Principal Act, for the words “Presiding Officer”, the word 
“Chairperson” shall be substituted. 

29. In section 61 of the principal Act, the following proviso shall be inserted at the end, 
namely:— 

“Provided that the court may exercise jurisdiction in cases wfiere the claim for 
injury or damage suffered by any person exceeds the maximum amount which can be 
awarded under this Chapter.”. 

30. In section 64 of the principal Act,— 

(0 for the vwrds “penalty imposed”, the words “penalty imposed or compensation 
awarded” shall be substituted; 

(//) in the marginal heading, for the word “penalty”, the words “penalty or 
compensation” shall be substituted. 

31. For sections 66^ and 67 of the principal Act, the following sections shall be 
substituted, namely:— 


‘66. if any person, dishonestly or fraudulently, does any act referred to in section 
43, he shall be punishable with imprisonment for a term which may extend to two years 
or with fine 'Miidi may extend to five lakh rupees or with both. 

Explanation—¥ ox the purposes of this section,— - 

(o) the word “dishonestly” shall have the meaning assigned to it in section 
45 nf 1860. 24 of the Indian Penal Code; 

(b) the word “fraudulently” shall have tiie meaning assigned to it in section 
45 of I860. 25 ofthe Indian Penal Code. . 

66A. Any person who sends, by means of a computer resource or a 
communication device,— • 

(fl) any content that is grossly offensive or has menacing character; or 

(6) any content 'Miich he knows to be false, but for the purpose of causing 
annoyance, inconvenience, danger, obstruction, insult, injury, criminal 
intimidation, enmity, hatred or ill will, persistently makes use of such computer 
resource or a communication device, 
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shall be punishable with imprisonment for a term which may extend to two years and 
with fine. 

Explanation—Von the purposes of this section, the term “communicaltion device” 
means cell phones, personal digital assistance (PDA) or combination of bodi or any other 
device used to communicate, send or transmit any text, video, audio or im^e, 

67. Whoever publishes or transmits or causes to be published or tr^smitted in 
the electronic form, any material which is lascivious or appeals to the pruilient interest 
or if its effect is such as to tend to deprave and corrupt persons who are likely, having 
regard to all relevant circumstances, to read, see or hear the matter contained pr embodied 
in it, shall be punished on first conviction with imprisonment of either description for 
a term which may extend to two years and with fine which may extend jto five lakh 
rupees and in the event of second or subsequent conviction with imprisonment of 
either description for a term which may extend to five years and also with fine which 
may extend to ten lakh rupees. 

67 A. Whoever publishes or transmits or causes to be published or transmitted 
in the electronic form any material which contains sexually explicit actor cjonduct shall 
be punished on first conviction with imprisonment of either description for a term 
which may extend to five years and with fine which may extend to ten lakh rupees and 
in the event of second or subsequent conviction with imprisonment of either description 
for a term which may extend to seven years and also with fine which niay Extend to ten 
lakh rupees. ► . 

Exception .—This section and section 67 does not extend to any boc^, pamphlet, 
paper, writing, drawing, painting, representation or figure in electronic fopn— 

(i) the publication of which is proved to be justified as being l^r the public 
good on the ground that such book, pamphlet, paper, writing, drawing, painting, 
representation or figure is in the interest of science, literature, art ok learning or 
other objects of general concern; or 

(if) which is kept or used bona fide for religious purposes.’. 

32. In section 68 of the principal Act, for sub-section (2), the following sub-section 
shall be substituted, namely:—- 

“(2) Any person who intentionally or knowingly fails to comply with any order 
under sub-section (/) shall be guilty of an offence and shall be liable on Conviction to 
imprisonment for a term not exceeding two years or a fine not exceeding one lakh 
rupees or both.”. ' 

33. For section 69 of the principal Act, the following section shall be substituted, 
namely:— 


“69. (/) Where the Central Government is satisfied that it is necessary or expedient 
so to do in the interest of the sovereignty or integrity of India, defence of India, 
security of the State, friendly relations with foreign States or public order or for 
preventing incitement to the commission of any cognizable offence relating to above 
or for investigation of any offence, it may subject to the provisions of sub-section (2), 
for reasons to be recorded in writing, by order, direct any agency of the Gpvernraent to 
intercept or monitor or decrypt or cause to be intercepted or monitored ior decrypted 
any information transmitted through any computer resource. 

(2) The Central Government shall prescribe safeguards subject to which such 
interception or monitoring or decryption may be made or done, as the c^e may be. 

(3) The subscriber or ‘mtermediary or any person incharge of the computer 
resource shall, when called upon by any agency which has been directed under sub¬ 
section (/), extend all facilities and technical assistance to— 

(a) provide access to the computer resource containing such information; 
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_ intercept or monitor or decrypt the information; 

(c) provide information contained in computer resource. 

{4) The subscriber or intermediary or any person who fails to assist the agency 
referred to in sub-section (J) shall be punished with an imprisonment for a term which 
may extend to seven years.”. 

34. In section 70 of the principal Act,— 

(o) for sub-section (7), the following sub-section shall be substituted, 
namely:— 

%!) The appropriate Government may, by notification in the Official Gazette, 
declare any computer resource which directly or indirectly affects the facility of 
Critical Information Infrastructure, to be a protected system. 

Explanation.—?ox the purposes of this section, “Critical Information 
Infrastructure” means the computer resource, the incapacitation or destruction 
of which, shall have debilitating impact on national security, economy, public 
health or safety.’; 

{b) after sub-section (i), the following sub-section shall be inserted, namely:— 

“(4) The Central Government shall prescribe the information security 
practices and procedures for such protected system.”. 

35. After section 70 of the principal Act, the following section shall be inserted, 
namely:-— 


“70 A. (7) The Indian Comptrter Emergency Response Teain (CERT-In) shall serve 
as the national nodal agency in respect of Critical Information Infrastructure for co¬ 
ordinating all actions relating to information security practices, procedures, guidelines, 
incident prevention, response and report. 

(2) For the purposes of sub-section (7), the Director of the Indian Computer 
Emergency Response Team may call for information pertaining to cyber security from 
the service providers, intermediaries or any other person. 

(i) Any person wiio fails to supply the information called for under sub-section 
(2), shall be punishable with imprisonment for a term which may extend to one year or 
with fine which may extend to one lakh rupees or with both. 

(4) The Director of the Indian Computer Emergency Response Team may, by 
order, delegate his powers under this section to his one or more subordinate officers 
not below the rank of Deputy Secretary to the Government of India.”. 

36. After section 72 of the principal Act, the following section shall be inserted, 
namely:— 

' “72 A. Save as otherwise provided in this Act or any other law for the time being 
in force, any person including an intermediary who, while providing services under the 
terms of lawful contract, has secured access to any material containing personal 
information about another person, with the intent to cause or knowing that he is likely 
to cause wrongful loss or wrongfiil gain discloses, without the consent of the person 
concerned, or in breach of a la\^l contract, such material to any other person, shall 
be punished with imprisonment for a term which may extend to two years, or with fine 
Which may extend to five lakh rupees, or with both.”. 

37. For sections 77 and 7ft of the principal Act, the following sections shall be 
substituted, namely;— 
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“77. No compensation awju’ded, penalty imposed or confiscation made under 
this Act shall prevent the award of compensation or imposition of any other penalty or 
punishment under any other law for the time being in force. 


77A. Notwithstanding anything contained in the Code of Criminal Procedure, 

1973, offences under sections 66,66A, 72 and 72 A may be compounded by the aggrieved 2 of 1974. 

person; 

Provided that the provisions of this section does not apply where the accused 
is, by reason of his previous conviction, liable to either enhanced punishment or to a 
punishment of a different kind for such offence. 

77B. No court shall take cognizance of an offence punishable under sections 66, 

66A, 72 and 72A, except upon a complaint made by the person aggrieved by the 
offence. 

78. (7) Notwithstanding anything contained in the Code of Criminal Procedure, 

1973, no police officer below the rank of Deputy Superintendent of Pcdice shall 2 of 1974 
investigate any cognizable offence under this Act. 

(2) When information is given to an officer in chiu'ge of a police station of the 
commission within the limits of such station of a non-cognizable offence under this 
Act, he shall cause to be entered the substance of the information in a book to be kept 
by such officer in such form as the State Government may prescribe in this behalf 

(3) Any police officer receiving such information may exercise the same powers 
in respect of investigation (except the power to arrest without warrant) as an officer in 
charge of the police station may exercise in a cognizable case under section 156 of the 

Code of Criminal Procedure, 1973.”. 2 of 1974. 

38. For Chapter XII of the principal Act, the following Chapters shall be siijstituted, 
namely:— 

‘CHAPTERXn 

Intermediaries not to be liable in certain cases 

79. (7) Notwithstanding anything contained in any other law for the tine being 
in force but subject to the provisions of sub-sections (2) and ^3), an intqnnediary 
shall not be liable for any third party information, data, or communication ^nk made 
available by him. 

(2) The provisions of sub-section (7) shall apply if— 

(a) the function of the intermediary is limited to providing access to a 
communication system over which information made available by third parties is 
transmitted or temporarily stored; or 

(b) the intermediary does not— 

(0 initiate the transmission, 

(it) select the receiver of the transmission, and 

(iii) select or modify the information contained in the transmission. 

(3) The provisions of sub-section (7) shall not apply if— 

(а) the intermediary has conspired or abetted in the commission of the 
unlawfol act; 

(б) upon receiving actual knowledge, or on being notified by the 
appropriate Government or its agency that any information, data or 
communication link residing in or connected to a computer resource controlled 
by the intermediary is being used to commit the unlawful act, the intermediary 


r 

c'. 
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fails to expeditiously remove or disable access to that material on that resource 
without vitiating the evidence in any manner. 

{4) Intermediary shall observe such other guidelines as the Central Government 
may prescribe in this behalf. 

Explanation .—For the purposes of this section, the expression “third party 
information” means any information dealt with by an intermediary in his capacity as an 
intermediary. 

CHAPTER XlIA 

Examiner of electronic evidence 

79A. The Central Government may, for the purposes of providing expert opinion 
on electronic form evidence before any court or odier authority specify, by notification 
in the Official Gazette, any Department, body or agency of the Central Government or 
a State Government as an Examiner of Electronic Evidence. 

Explanation—^ ox the purposes of this section, “electronic form evidence” 
means any information of probative value that is either stored or transmitted in electronic 
form and includes computer evidence, digital audio, digital video, cell phones, digital 
fax machines.'. 

39. Section 80 of the principal Act shall be omitted. 

40. In section 81 of the principal Act, the following proviso shall be inserted at the end, 
namely:— 

“Provided that nothing contained in this Act shall restrict any person from 
4 of 1957, exercising any right conferred under the Copyright Act, 1957 or the Patents Act, 1970.”. 

9 of 1970. 

41. In section 82 of the principal Act,— 

(a) for the marginal heading, the following marginal heading shall be substituted, 
namely:— 

“Chairperson, Members, officers and employees to be public servants.”; 

{b) for the words “Presiding Officer”, the words “Chairperson, Members” shall 
be substituted. 

42. In section 84 of the principal Act, for the words “Presiding Officer”, the words 
“Chairperson, Members” shall be substituted. 

43. After section 84 of the principal Act, the following sections shall be inserted, 
namely:— 


“84 A. The Central Government may, for secure use of the electronic medium and 
for promotion of e-govemance and e-commerce, prescribe the modes or methods for 
encryption. 

84B. Whoever abets any offence shall, if the act abetted is committed in 
consequence of the abetment, and no express provision is made by this Act for the 
punishment of such abetment, be punished with the punishment provided for the 
offence under diis Act. 

Explanation .—An act or offence is said to be committed tn consequence of 
abetment, when it is committed in consequence of the instigation, or in pursuance of 
the conspiracy, or with the aid which constitutes the abetment. 

84C. Whoever attempts to commit an offence punishable by this Act or causes 
such an offence to be committed, and in such an attempt does any act towards the 
commission of the offence, shall, where no express provision is made for the punishment 
of such attempt, be punished with imprisonment of any description provided for the 
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AmeiidmeiU 
section 87. 


offence, for a term which may extend to one-half of the longest term of imprisonment 
provided for that offence, or with such fine as is provided for the offence, or with both.”. 

01 4 4.1 n section 87 0 f the princ i pal Act,— 

(A) in sub-section (2),— 

(0 for clause (a), the following clauses shall be substituted, namely:— 

'\a) the conditions for considering reliability of electronic signature 
or electronic authentication technique under sub-section (2) of section 
3A; 

(aa) the procedure for ascertaining electronic signature or 
authentication under sub-section (i) of section 3 A; 

(ab) the manner in which any information or matter may be 
authenticated by means of electronic signature under section 5;”; 

(a) after clause (c), the following clause shall be inserted, namely:— 

“(cfl) the manner in which the authorised service provider may collect, 
retain and appropriate service charges under sub-section (2) of section 
6A;”; 

(Hi) for clause (e), the following clauses shall be substituted; namely:— 

“(e) the manner of storing and affixing electronic signature creation 
data under section 15; 

(ea) the security procedures and practices under section 16;”; 

(/v) clause (g) shall be omitted; 

(v) after clause (m), the following clause shall be inserted, namely:— 

“(ma) the form of application and fee for issue of Electronic Signature 
Certificate under section 35; 

(v/) after clause (o), the following clauses shall be inserted, namely:— 
“(oa) the duties of subscribers under section 40A; 

{ob) the reasonable security practices and procedures and sensitive 
personal data or information under seaion 43 A;”; 

(v«) in clause (r), for the words “Presiding Officer”, the words “Chairperson 
md Members” shall be substituted; 

(v/7/) in clause (s), for the words “Presiding Officer”, the words “Chairperson 
and Members” shall be substituted; 

(a) for clause (w), the following clauses shall be substituted, namely:— 

“(w) the powers and functions of the Chairperson of the Cyber 
Appellate Tribunal under section 52A; 

(x) die safeguards for interception or monitoring or decryption under 
sub-section (2) of section 69; 

(y) the information security practices and procedures for protected 
system under section 70; 

(z) the guidelines to be observed by the intermediaries under sub¬ 
section (4) of section 79; 

(za) the modes or methods for encryption under section 84A;”; 

(B) in sub-section (5),— 

(0 for the words, brackets, letter and figures “Every notification made by 
the Central Government under clause (/) of sub-section (4) of section 1 and 
every rule made by it”, the words “Every rule made by die Central Government” 
shall be substituted; 

{if) the words “the notification or” wherever they occur, shall be omitted. 
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45. In section 90 of the principal Act, in sub-section (2), for clause (c), the following 
clause shall be substituted, namely:— 

“(c) the form of information book under sub-section (2) of section 78.”. 

46. Sections 91,92,93 and 94 of the principal Act shall be omitted. 

47. For the First Schedule and the Second Schedule to the principal Act, the following 
Schedules shall be substituted, namely:— 


‘TIRST SCHEDULE 
[See sub-section (4) of section 1 ] 

_ Documents or transactions to which the Act shall not apply 

SI. No. Description of documents or transactions 

1. A negotiab le instrument (other than a cheque) as defined in section 13 of the Negotiable 
Instruments Act, 1881. 

2. A power-of-attomey as defined in section 1A of the Powers-of-Attorney Act, 1882. 

3. A trust as defined in section 3 of the Indian Trusts Act, 1882. 

4. A will as defined in clause (h) of section 2 of the Indian Succession Act, 1925, 
including any other testamentary disposition by whatever name called. 

5. Any contract for the sale or conveyance of immovable property or any interest in 
such property. 


THE SECOND SCHEDULE 
[See sub-section (/) of section 3A] 

Electronic signature or electronic authentication technique and procedure 


SI. No. 

Description 

Procedure 

(1) 

(2) 

(3) 


48. The Third Schedule and the Fourth Schedule to the principal Act shall be omitted. 


PARTm 

Amendment of the Indian Penal Code 
49. In die Indian Penal Code— 


(a) in section 4,— 

(0 after clause (2), the following clause shall be inserted, namely;— 

“(3) any person in any place without and beyond India committing 
offence targeting a computer resource located in India.”; 
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(if) for the Explanation, the following Explanation shall be substituted, 
namely:— 

'Explanation.~\n this section— 

(a) the word “offence” includes every act committed outside 
India which, if committed in India, would be punishable under this 
Code; 

(b) the expression “computer resource” shal 1 have the meaning 

assigned to it in clause (A) of sub-section (7) of section 2 of the 
Information Techno logy Act, 2000.’; 2i of 2000 

(b) in section 40, in clause (2), after the figure “117”, the figures and word “118, 

119 and 120” shall be inserted; 

(c) in section 118, for the words “voluntarily conceals, by any act or illegal 
omission, the existence of a design”, the words “voluntarily conceals by any act or 
omission or by the use of encryption or any other information hiding tool, the existence 
of a design” shall be substituted; 

(d) in section 119, for the words “voluntarily conceals, by any act or illegal 
omission, the existence of a design”, the words “voluntarily conceals by any act or 
omission or by the use of encryption or any other information hiding tool, the existence 
of a design” shall be substituted; 

(e) after section 417, the following section shall be inserted, namely;—• 

“417A. Whoever, cheats by using the electronic signature, password or 
any other unique identification feature of any other person, shall be punished 
with imprisonment of either description for a term which may extend to two years 
and shall also be liable to fine,”; 

(/) after section 419, the following section shall be inserted, namely;— 


“419A. Whoever, by means of any communication device or computer 
resource cheats by personation, shall be punished with imprisonment of either 
description for a term which may extend to five years and shall also be liable to 
fine. 

Explanation .—The expression “computer resource” shall have the 
meaning assigned to it in clause (k) of sub-section (7) of section 2 of the 
Information Technology Act, 2000.”; 21 of 2000. 

(g) in section 464 , for the words “digital signature” wherever they occur, the words 
“electronic signature” shall be substituted; 

(/;) after Chapter XXI, the following Chapter shall be inserted, namely:— 


“CHAPTER XXIA 
Of Privacy 

502A. Whoever, intentionally or knowingly captures, publishes or transmits 
the image of a private area of any person without his or her consent, under 
circumstances violating the privacy of that person, shall be punished with simple 
imprisonment for a term which may extend to two years or with fine not exceeding 
two lakh rupees, or with both. 

Explanation.~~¥or the purposes of this section— 

(a) “transmit” means to send electronically a visual image with the 
intent that it be viewed by a person or persons; 
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i of 1872 


21 of 2000, 


{b) “capture”, with respect to an image, means to videotape, 
photograph, film or record by any means; 

(c) “private area” means the naked or undergm'ment clad genitals, 
pubic area, buttocks or female breast; 

{d) “publishes” means reproduction in the i^I^d or electronic form 
and making it available for public; 

(e) “under circumstances violating priva6^;»ieans circumstances 
in which a person can have a reasonable expect^j^That^ 

(/) he or she could disrobe in privac^athout being concerned 
that an image of his private area is being^ptured; or 

(ii) any part of his or her private ar^^g^iimild not be visible to 
the public, regardless of whether that persOifis public or private 
place.”. - 

PARTIV 

Amendment of the Indian Evidence Act, 18 

50. In the Indian Evidence Act, 1872,— ^ '' . Amendment 

of Indian 
Evidence Act. 

(a) in section 3 relating to interpretation clause, in tha|^agral>h appearing Amendmeni of 
the end, for the words “digital signature” and “Digital Signatu^SjgrtiflChte”, the words»- ^ 

‘electronic signature” and “Electrcwiic Signature Certificatr^balt^tespectively be - 
substituted; ^ 

(Z?) after section 45, the following section shall be insertw^S^ejy;—^ "TBsertion of 

^ew section 
4I5a. 

“45 A. When in a proceeding, the court has to fcHj^apTi^iriiQh’on any pinion of 

matter relating to any information transmitted or stored in wic omphter resource ^ Examiner »t 

__1 . ;_r_+1__^ V ■ Electronic 

Evidence, ■ 



or any other electronic or digital form, the opinion of the 
Evidence referred to in section 79 A of the Information Tec ^ 
a relevant fact. ^ 


'ofElactronfc 
1 ^£acv 2000, is 


Explanation .—^For the purposes of this section, an Ex^iyier ofElectronic 
Evidence shall be an expert.”; ^ 

(c) in section 47 A,— '' , 

(0 for the words “digital signature”, the words “electro^ si^ature” shall 
be substituted; 

(«) for the words “Digital Signature Certificate”, the ^tds “Electronic 
Signature Certificate” shall be «ibstituted; 


{d) in section 67A, for the words “digital signature” wherevll|i^ey 6ccur, the Amendment of 
words “electronic signature” sh^ I be substituted; , ^ se^ion 67 a. 

4lt- 

(e) in section 85 A, for the words “digital signature” at botha|||P;j^audk where Amendment of 
they occur, the words “electronic signature” shall be substituted; . action 85A 

{/) in section 85B, for the words “digital signature” whCTevdlll^y occur, the Amendment of 
words “electronic signature” shall be substituted; f section 85B, 

(g) in section 85C, for the words “Digital Signature CertifiiS^^V Ae words Amendment of 

“Electronic Signature Certificate” shall be substituted; ^ ^ section 85C. 

(h) in. section 9DA, for the W0Tds=‘‘4igital. signatin:e” at both wh^e Amendment of 

they occur, the words “electronic signature” shall be substituted; ^ ' section 90A 


Amendment of 
section 47A. 
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PARTY 

Amendment of the Code of Criminal Procedure, 1973 
51. in the Code of Criminal Procedure, 1973,— 


{a) after section 198A, the following section shall be inserted, namely:— 


“198B. No court shall take cognizance of an offence punishable under 
sections 417A, 419A and 502A of the Indian Penal Code, except upon a complaint 
made by the person aggrieved by the offence.”; 


Amendment of (Ij) in section 320— 

section 320 

{i) in sub-section (7), in the Table, after the entries relating to— 

(A) sections 352,355 and 358, the following entries shall be inserted, 
namely:— 


1 


2 


3 


“Identity theft 417A The person against 

whom the offence was 
committed.”; 


(i?) section 502, the following entries shall be inserted, namely:— 


1 

2 

3 

“Violation of privacy 

502A 

The person against 



whom the offence was 



committed.”; 


(n) in sub-section (2), in the Table, after the entries relating to section 419, 
the following entries shall be inserted, namely:— 


I 

2 

3 

“Cheating by 

419A 

The person against 

personation by using 


whom the offence was 

computer resource 


committed.”; 


(iU) in the First Schedule, under the heading “1. OFFENCES UNDER 
THE INDIAN PENAL CODE”,— 

(A) after the entries relating to section 417, the following entries 
shall be inserted, namely:— 

1 2 3 4 5 6 

“417A Identity Imprisonment Non- Bailable Any 

theft for 2 years cognizable magistrate.”; 

and fine. 


2 of 1974 


45 of 1860 
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(B) after the entries relating to section 419, the following entries 
shall be inserted, namely:— 

1 2 3 4 5 6 

“419A Cheating Imprisonment Cognizable Bailable Any 

by for 5 years magistrate,”; 

personation and fine, 

by using 
computer 
resource 

(C) after the entries relating to section 502, the following entries 
shall be inserted, namely:— 

1 2 3 4 5 6 

“502A Violation Imprisonment Non- Bailable Any 

of for2 years cognizable magistrate.”, 

privacy or fine 
or both. 
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STATEMENT OF OBJECTS AND REASONS 

The Information Technology Act was enacted in the year 2000 with a view to give a 
fillip to the growth of electronic based transactions, to provide legal recognition for 
e-commerce and e-transactions, to facilitate e-governance, to prevent computer based crimes 
and ensure security practices and procedures in the context of widest possible use of 
information technology worldwide. 

2. With proliferation of information technology enabled services such as e-govemance, 
e-commerce and e-transactions, protection of personal data and information and 
implementation of security practices and procedures relating to these applications of 
electronic communications have assumed greater importance and they require harmonisation 
with the provisions of the Information Technology Act. Further, protectimi of Critical 
Information Infrastructure is pivotal to national security, economy, public health and safety, 
so it has become necessary to declare such infrastructure as a protected system so as to 
restrict its access. 

3. A rapid increase in the use of computer and internet has given rise to new forms of 
crimes like publishing sexually explicit materials in electronic form, video voyeurism and 
breach of confidentiality and leakage of data by intermediary, e-commerce frauds like 
personation commonly known as Phishing, identity theft and offensive messages through 
communication services. So, penal provisions are required to be included in the Information 
Technology Act, the Indian Penal Code, the Indian Evidence Act and the Code of Criminal 
Procedure to prevent such crimes. 

4. The United Nations Commission on International Trade Law (UNCITRAL) in the 
year 2001 adopted the Model Law on Electronic Signatures. The General Assembly of the 
United Nations by its resolution No. 56/80, dated 12th December, 2001, recommended that all 
States accord favourable.consideration to the said Model Law on Electronic Signatures. 
Since the digital signatures are linked to a specific technology under the existing provisions 
of the Information Technology Act, it has become necessary to provide for alternate 
technology-of electronic signatures for bringing harmonisation with the said Model Law. 

5. The service providers may be authorised by the Central Government or the State 
Goverment to set up, maintain and upgrade the computerised facilities and also collect, retain 
and appropriate service charges for providing such services at such scale as may be specified 
by the Central Government or the State Government. 

6. The Bill seeks to achieve the above objects. 


New Delhi; 

The 6lh December, 2006. 


DAYANIDHIMARAN. 
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Notes on clauses 

Clause 2 .—This clause seeks to substitute the words “digital signatures” by the 
words “electronic signatures” as provided in the Table thereunder so as to make it technology 
neutral. 

Clause 3.—This clause seeks to amend sub-section {4) of section I so as to exclude 
Nej^otiable Instruments, power of attorney, trust, will and contract from the application of 
the Act and to empower the Central Government to amend the entries in the First Schedule. 

Clause 4.—This clause seeks to amend section 2 and to define certain new expressions. 

Clause 5.—This clause seeks to substitute heading of Chapter II with new heading 
‘DIGITAL SIGNATURE AND m^ECTRONlC SIGNATURE’ so as to make the Act technology 
neuifral. 

Clause 6.—This clause seeks to insert a new section 3A which provides for 
authentication of electronic record by electronic signature or elecd'onic authentication 
technique. It also empowers the Central Government to insert in the Second Schedule any 
electronic signature or electronic authentication technique and prescribe the procedure for 
the purpose of ascertaining the authenticity of electronic signature. 

Clause 7.—TTiis clause seeks to insert a new section 6 A which empowers the Central 
Government as well as the State Government to authorise the service providers for providing 
efficient services through electronic means to the public against appropriate service charges. 
Further the said section empowers the Central Government as well as the State Government 
to specify the scale of service charges. 

Clause 8.—This clause seeks to insert a new section 10A to provide for contracts 
forimed through electronic means. 

Clause 9.—This clause seeks to make amendment in sub-section (1) of section 12 
which is of a consequential nature. 

Clause 10.—This clause seeks to substitute sections 15 and 16 so as to remove certain 
inconsistencies in the procedures relating to secure electronic signatures and to provide for 
security procedures and practices. 

Clause 11.—This clause provides for omission of section 20 with a view to empower 
the Certifying Authority under section 30 to act as repository of electronic signatures. 

Clause 12.—This clause seeks to make amendment in sub-section (/) of section 29 
with a view to limit the powers of the Controller in respect of access to any computer system 
only with reference to the provisions of Chapter VI and not with reference to the provisions 
of entire Act. The powers with respect to access to any computer system under other 
provisions of the Act are proposed to be entrusted to the Central Government under 
section 69. 

Clause 13.—This clause seeks to amend section 30 with a viewto^npower the Citifying 
Authority to be the repository of all Electronic Stature Certificates issued under the Act 

Clause 14.—^This clause seeks to amend section 34 with a view to make the provisions 
of that section technology neutral. 

Clause 15.—^This clause seeks to amend section 35 with a view to omit the first proviso 
to sub-section (4) so as to make the provisions of that section technology neutral. 

Clause 16.—^This clause seeks to amend section 36 so as to add two more representations 
for issuance of digital signature. 

Clause 17.—This clause seeks to insert a new section 40A which provides for duties 
of the subscriber of Electronic Signature Certificate. 
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Clause 18.—This clause seeks to make an amendment in the Chapter heading of 
Chapter IX with a view to provide for making compensation for damages in respect of 
various contraventions. 

Clause 19.—This clause seeks to amend section 43 so as to add certain more 
contraventions for damaging computer or computer system, 

Clause 20.—This clause seeks to insert a new section 43 A so as to empower the 
Central Government to provide for reasonable security practices and procedures and the 
sensitive personal data or information and also to provide for compensation for failure to 
protect sensitive personal data or. information stored in a computer resource. 

Clause 21.—This clause seeks to make amendment in section 46 with a view to make 
consequential changes. 

Clauses 22 and 23.—These clauses seek to make amendments in the headir^g of Chapter 
X and section 48 with a view to suitably modify the same with the title of the Cyber Appellate 
Tribunal as mentioned in clause (w) of sub-section (7) of section 2. 

Clause 24.—This clause seeks to substitute sections 49 to 52 and insert pew sections 
52 A to 52D. Section 49 prov ides for the establishment of the Cyber Appellate Tribunal. 
Sections 50, 51 and 52 provide for qualifications, term of office, conditions of service and 
salary and allowances of the Chairperson and Members of the said Tribunal. Se<^ions 52 A to 
52D provide for powers of the Chairperson and distribution of business among the Benches. 

Clauses 25 to 28.—These clauses seek to make amendments in sections 53 to 56 with 
a view to make the Cyber Appellate Tribunal a multi-member body. 

Clause 29. —This clause seeks to insert a proviso in section 61 so aMo provide 
jurisdiction to courts in certain cases. 

Clause 30. —This clause seeks to amend section 64 so as to recover the compensation 
also as the arrears of land revenue. 

Clause 31 .—This clause seeks to substitute sections 66 and 67 and insert pew sections 
66A and 67A with a view to make certain more computer related wrong actions punishable 
and enhance the penalty. 

Clause 32.—This clause seeks to amend section 68 so as to reduce thei quantum of 
punishment and fine. 

Clause 33.—This clause seeks to substitute section 69 so as to empower the Central 
Government to issue directions to an agency for interception or monitoring or encryption of 
any information transmitted through any computer resource. It also provides foij punishment 
for rendering assistance to such agency. 

C/flwse 34.—This clause seeks to amend section 70 so as to enable!the Central 
Government as well as the State Government to declare any computer resourceias protected 
system. It also provides for information security practices and procedures for sith protected 
system. 

Clause 35.—This clause seeks to insert a new section 70A for empowering Indian 
Computer Emergency Response Team to serve as a national nodal agency ip respect of 
Critical Infonnation Infrastructure. 

Clause 3b. —This clause seeks to insert a new section 72A which makes the disclosure 
of information in breach of a lawful contract punishable. 

Clause 37.—This clause seeks to substitute sections 77 and 78 and tp insert new 
sections 77A and 77B. Section 77 provides that compensation, penalties or confiscation 
under the Act shall not interfere with the aweu’d of compensation or impositioniof any other 
penalty or punishmait under any other law for the time being in force. Section 77A provides 
for certain offences relating to computer resources as compoundable offences. Section 77B 
provides that Court shall take cognizance only on a complaint and not otherwise. Section 78 
provides for power to investigate offences. 
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Clause 38.—This clause seeks to substitute Chapter XII and to insert a new Chapter 
XIIA which provides for exemption of intermediaries from liability in certain circumstances 
and also empowers the Central Government to prescribe guidelines to be observed by 
intermediaries for providing services. It also empowers the Central Government to specify 
the Examiner of Electronic Evidence. 

Clause 39.—^This clause seeks to omit section 80 of the Act with a view to entrust the 
powers of search and seizure, etc., to a Police Officer not below the rank of Deputy 
Superintendent of Police and for that purpose necessary provisions have been included in 
section 78 by substituting the same vide clause 37. 

Clause 40,— This clause proposes to insert a proviso to section 81 so that the rights 
conferred under this section shall be supplementary to and not in derogation of the provisions 
of the Copyright Act or the Patents Act. 

Clause 41.—This clause seeks to make amendment in section 82 with a view to declare 
the Chairperson, Members, officers and employees as public servants. 

Clause 42.—This clause seeks to amend section 84 with a view to make consequential 
changes. 

Clause 43.—This clause seeks to insert three new sections 84A, 84B and 84C with a 
view to empower the Central Government to prescribe the modes and methods of encryption 
for secure use of electronic media and for promotion of e-govemance and e-commerce 
applications. Further it provides that abetment of and attempt to commit any offence shall 
also be punishable. 

Clauses 44 and 45.—These clauses seek to make amendments in sections 87 and 90 
respectively, which are of consequential nature. 

Clause 46.—This clause seeks to omit sections 91 to 94 for the reason that these 
provisions have become redundant as necessary modifications have already been carried 
out in the Indian Penal Code and other related enactments. 

Clause 47.—This clause seeks to substitute new Schedules for the First Schedule and 
the Second Schedule so as to provide for documents or transactions to which the provisions 
of the Act shall not apply. It also enables the list of electronic signature or electronic 
authentication technique and procedure for affixing such signature to be specified in the 
Second Scheudule. 

Clause 48.—^This clause sed« to omit the Third Schedule and Fourth Schedule as 
consequential to the omission of provisions of sections 93 and 94. 

Clause 49.—This clause provides for certain amendments in the Indian Penal Code so 
as to specify certain offences relating to the computer resource. 

Clause 50.—This clause provides for certain consequential amendments in the Indian 
Evidence Act pursuant to the changes proposed in the Act. 

Clause 51 .—This clause provides for amendments in the Code of Criminal Procedure 
by inserting new section ! 98B and amending section 320 so as to make certain consequential 
amendments pursuant to the changes proposed in the Act. 
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FINANCIAL MEMORANDUM 

Clause 24 of the Bill seeks to provide for multi-member composition of the Cyber 
Appellate Tribunal but the number of Members may be determined by the Central Government 
in the times to come. The salary, allowances and retirement benefits payable to the Chairperson 
and other Members of the Cyber Appellate Tribunal as and when appointed shall bd met out 
of the aimual Budget estimates of the Ministry. For the present, the Bill does not inwlve any 
additional recurring or non-recurring expenditure out of the Consolidated Fund of India. 
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MEMORANDUM REGARDING DELEGATED LEGISLATION 

Clause 3 of the Bill seeks to amend sub-section {4) of section 1 which empowers the 
C'entral Government to amend the First Schedule by adding or deleting entries relating to 
documents or transactions to which tiie provisions of the Act shall not apply. 

2. Claused oftheBill seeks to insert a new section 3 A vide which theCentral Government 
is being empowered to— 

{a) prescribe the conditions to be fulfilled for considering any electronic signature 
or electronic authentication technique as reliable; 

(b) prescribe the procedure for affixing and authentication of electronic signature; 
and 


(c) insert in the Second Schedule any electronic signature or electronic 

authentication technique and the procedure for affixing such signatures. 

3. Clause 7 of the Bill seeks to insert a new section 6A which empowers the Centra! 
Government as well as the State Government to authorise the service provider to collect, 
retain and appropriate service charges. Further the said section empowers the Central 
Government and the State Government to specify, by notification, the scale of service 
charges. 

4. Clause 10 of the Bill seeks to amend section 15 which empowers the Central 
Government to prescribe the manner of storing and affixing the signature creation data for a 
secure electronic signature. The said clause also seeks to amend section 16 which empowers 
the Central Government to prescribe the security procedures and practices for a secure 
electronic record and a secure electronic signature. 

5. Clause 17 of the Bill seeks to insert a new section 40A which empowers the Centra! 
Government to prescribe the duties to be performed by the subscriber of the Electronic 
Signature Certificate, 

6. Clause 20 of the Bill seeks to insert a new section 43 A which empowers the Central 
Government to prescribe, in consultation with professional bodies or associations, the 
reasonable security practices and procedures and the sensitive personal data or information. 

7. Clause 24 of the Bill seeks to substitute section 49 which empowers the Central 
Government to specify by notification the places for sitting of the Cyber Appellate Tribunal 
and the areas of their jurisdiction. Further, the said clause seeks to insert a new section 52 A 
which en^owers the Central Government to prescribe powers and functions of the Chairperson 
of the Cyber Appellate Tribunal. 

8. Clause 33 of the Bill seeks to amend section 69 which empowers the Central 
Government to prescribe the safeguards for interception or monitoring or decryption. 

9. Clause 34 of the Bill seeks to substitute sub-section (/) of section 70 which empowers 
th(j Central Government as well as the State Government to declare by notification any 
computer resource which affects the facility of Critical Information Infrastructure to be a 
protected system. Further, the said clause seeks to insert a new sub-section (4) to section 70 
which empowers the Central Government to prescribe the information security practices and 
procedures for the protected system. 

10. Clause 37 of the Bill seeks to substitute section 78 which empowers the State 
Government to prescribe the form of information book. 

11. Clause 38 of the Bill seeks to substitute section 79. Sub-section (4) of the said 
section empowers the Central Government to prescribe the guidelines to be observed by 
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intermediary. Further, the said clause seeks to insert another new section 79A which empowers 
the Central Government to specify by notification the Examiner of Electronic Evidence for 
providing expert opinion on electronic form evidence. 

12. Clause 42 of the Bill seeks to insert a new section 84 A which empowersthe Central 
Government to prescribe the modes and methods for encryption. 

13. The matters in respect of which the said rules may be made or notification issued 
are matters of procedure and administrative detail, and as such, it is not practicable to 
provide for them in the proposed Bill itself. 

14. The delegation of legislative power is, therefore, of a normal character. 


P.D.T.ACHARY, 

Secreta?y-General. 
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